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Abstract: A strategic arrangement of the worm hole can result in an important breakdown in communication
across a wireless network. Among of all of these security issues we have considered wormhole attack prevention
and detection mechanism in our thesis work. In this thesis, we address the problem of identifying and isolating
malicious attack nodes which form wormhole attack. A model is developed for detection and prevention of
wormhole, in which have implemented a wormhole detection method based on alternate path. This multi-path
technique is based on AODV. And Simulation Analysis show that our implemented approach has good accuracy in
terms of PDF and throughput. In simulation have carried out using NS-2 Software.
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I. INTRODUCTION

MANET is a collection of mobile nodes that have the ability to communicate with each other without a fixed
infrastructure. In this each device is free to move freely in any direction. One of the many benefits of MANETS is that it
can be used where there is no proper infrastructure support for wireless access and wired backbones. A major drawback of
MANET is that since it is an infrastructure less network that is built on the fly, each node here also acts as a router. Due to
constant mobility, rapidly changing topology, decentralized controls, it has to face various security concerns.In this work,
we have presented a simulation-based study of the effects of wormhole attacks in MANETS. In this work we have
implement Multi path Based AODV Technique For prevention and detection of wormhole attack. And have compared
modified metrics using network simulators version 2 and performance metrics such as PDF and throughput with the
existing AODV method.

Security is one of the biggest challenges of MANET. Safety issues in this are mostly concentrated in the safe passage and
the parts that install the data transmission safely. And security has become a major concern in wireless networks and has
emerged as an important research area. Which are more vulnerable to intrusion by malicious agents than any wired
network. MANETSs suffer from a variety of security attacks and threats such as: denial of service, flood attack,
impersonation attack, selfish node abuse, routing table overflow attack, wormhole attack, black hole attack. Therefore, we
have covered one of the important problems in our work wormhole attack.
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In this thesis, we have studied and simulated the effects of wormhole attacks. The main objective of this thesis provides
wormhole attack prevention and detection mechanisms. A simple scheme based on statistical analysis of multi-paths is
proposed to detect such attacks and identify malicious nodes. The proposed multi-path based AODV routing protocol has
been analyzed through simulation, and has provided a detailed analysis of the prevention and detection mechanism of the
wormbhole attack mechanism.

The rest of the paper is organized as follows. In Section 2, we introduce overview of overview of AODV, Section 3
Wormhole attack and NextSections presents aproblem statement and solution model using multipath methodology to
prevent a black hole attack, resultand lastly discussed conclusion.

Il. OVERVIEW OF AODV ROUTING PROTOCOL

In November 2001, the MANET Working Group published the first version of the AODV routing protocol (ad hoc on
demand distance vector) for routing to the IEFT community. AODV belongs to the class of Distance Vector Routing
Protocol (DV). Each node in a DV knows its neighbors and the cost of reaching them. A node maintains its routing table,
storing all nodes, distances, and next hop for them in the network. If a node is not recoverable, then this distance is set to
infinity. Each node periodically sends its entire routing table to its neighbors. So they can check if there is a useful route
to another node using this neighbor as the next node, when a link breaks the count-to-infinity. AODV is a protocol run on
demand route with a small delay. This means that routes are only established when needed.The protocol consists of two
steps:

¢ Route Discovery.
e Route Maintenance.

ROUTE DISCOVERY: This route discovery process is initiated when a source requires a route to the destination and
does not have a route in its route table. To initiate route discovery, the source returns the node in the network to the
destination specifying the location along with the RREQ packet. When the node receives the RREQ packet, it checks to
see if it is the destination or whether it is the route to the destination. If either case is true, the node creates an RREP
packet, which is sent back to the source along the reverse path. Each node with a reverse node sets the forward pointer to
the node from which it received the RREP. It travels the way from source to destination. If the node is not the destination
and there is no route to the destination, it rebroadcast the RREQ packet. Duplicate RREQ packets are dropped at the
intermediate node. When the source node receives the first RREP, it can start sending data to the destination.

ROUTE MAINTENANCE: In this the node detects a broken link when forwarding a packet to the next hop, then it
generates a RERR packet that is sent to all sources using the broken link. The RERR packet deletes all routes using a path
link. If a source receives the RERR packet and a route to the destination is still required, it starts a new route discovery
process. Routes are removed from the routing table if they are not used for a certain time. This is done by the source node
and can be divided into: i) the source node runs: the source node starts a new route discovery process, ii or an intermediate
node runs: the source node receives a route error message (RERR ) Is sent. Intermediate nodes that receive RERR update
their routing table by setting the floor distance to infinity. If the source node receives a RERR, it will initiate a new route
detection. AODV introduces a local connectivity management to intercept global broadcast messages. This is done by
periodic exchanges of so-called halo messages which are small RREP packets with node addresses and additional
information [2-5].

1. WORM HOLE ATTACK

The wormhole attack involves malicious nodes located in one area that capture packets and tunnel them to another
malicious node located in another area of the network. The wormhole attack involves malicious nodes located in one
region that capture packets and tunnel them to another malicious node located in another area of the network. A tunnel has
two malicious nodes called a worm hole attack. Attackers use a wormhole in the MANET to make their nodes more
attractive so that more traffic can flow through their nodes. During the attack a malicious node grabs packets from one
location in the network, and tunnels them to another malicious node at a distant point, which recreates them locally. Once
this link is established, attackers can select each other as multiply relays, after which some topology control messages and
data packets are exchanged through the wormhole tunnel and the worm hole node is all Drops packets [3].
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Figure 1: Wormhole attack Problem

The picture depicts the scenario of the wormhole attack. There are two malicious nodes that are far away from each other
in the same network or may be in different networks that are connected with each other through a tunnel and pass data
packets through the tunnel where they iterate. Occur. In the wormhole attack, the two attackers work together. One
receives the packet, tunnels the packet to its partner, and then the partner shows them again to the network. There are two
types of wormhole attacks. In the first type, malicious nodes hide the fact that they forward a packet, meaning, legitimate
nodes do not know their involvement in packet forwarding. In the second type, legitimate nodes are aware of the fact that
malicious nodes are forwarding packets; Just don't know that they are malicious. For the case discussed, we refer to the
first type as the hidden attack while the second type as the exposed attack.

After launching a wormhole attack, the attacker has unauthorized access to the given network. Following are the
symptoms that can be seen in the network due to wormhole:

o Decrease in Network utility.
¢ Increase the Traffic Load.
o Increase the Packet Loss.
e Increase Delay.
IV. PROBLEM STATEMENT

MANET is more vulnerable to security attacks by malicious nodes because it does not have a clear defense mechanism.
Openness, dynamic and infrastructure-less nature make it prone to security threats. As the biggest security threat of all
these attacks, one of the biggest security threats in MANET is the wormhole attack. This is a very damaging attack. These
attacks are caused by malicious nodes, so the ad hoc wireless network is vulnerable to malicious node attacks. In which
two or more malicious nodes form a virtual tunnel in the network. The main problem is to change the status to a malicious
node by tunneling the neighboring node and change the status repeatedly so that it is very harmful to the network. The
attacker then modifies the packet address to initiate a data drop using the link break issue.

SOLUTION MODEL.: For the last few years, the subject of attack has been the main area of research. In this task, we
have found a way to find and resolve a wormhole attack. We prevented the wormhole attack problem by using the
algorithm below and performing efficient data transmission. Some modifications have been made to the AODV routing
scheme which reduces packet loss. A new protocol known as the multi-path scheme is proposed based on an alternative
path to avoid wormhole attack. The proposal technique is used to detect and isolate malicious nodes from the network.
The proposed technique is an improvement over existing technology.

Multipath AODV or Modified AODV: Multiple root discovery procedures are used in this scheme, by which multiple
routes are discovered. Continuous route breakdown causes intermediate nodes to fall packets because there is no alternate
route available to the destination. Therefore, this scheme provides an alternative route for data transfer.

We have modified the AODV algorithm below to correct the wormhole attack:
e In AODV main file should change “finding route to the destination” to “finding multiple routes” to the destination.

e The receive request method should be modified to receive the RREQ with the same ID as previous one in order to
create the multiple reverse routes. The receive reply method should be modified to accept the multiple route reply to
create the multiple forward routes.
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e The receive reply method should be modified to forward RREP packet to every reverse route. The receive error
method should be modified to check if the node still has another active route to the destination. If the node still has
another active route to the destination, the node no needs to forward the RERR packet. Route resolve method for source
node should be set to switch from one active path to another active path and switch back in next transmission.

e The set of the route selector counter should be added for every node in case of one source may have to transmit to
more than one destination. The route selector counter is for the source node to switch from the best route to the second
route in the next transmission and switch back in the Next Transmission.

VI. SIMULATION PARAMETERS

Simulation Parameters is as follows:

PARAMETERS VALUE
Simulator NS-2
Routing protocol AODV
Number of Nodes 10 to 100
Area 500x500m’
Packet size 512byte
Simulation time 1000s
Pause time 10.0
Traffic type CBR
Mac protocol Mac/802.11
Maximum connection 5
Examined approaches Normal, With Attack,
Without Attack
Speed 10 m/s

VIl. PERFORMANCE METRICS
In this section, we discuss of performance metrics for the protocols:

Packet Delivery Ratio: This is the Ratio of number of packets received at the destination to the number of packets sent
from the source multiply by 100. In other words, fraction of successfully received packets, which survive while finding
their destination, is called as packet delivery fraction.

Average Throughput: Average Throughput is the average rate of successful message delivery over a communication
channel. This data may be delivered over a physical or logical link, or pass through a certain network node. The
throughput is usually measured in bits per second.

VIll. SIMULATION MODEL

In this section, simulation models of various parameters used in the network scenario were discussed. And the section
below gives all the parameters and its values, which are used in our thesis work. To evaluate the network in existence of a
malicious node, a wormhole node is created with the help of an agent. A tcl script is created for the implementation,
including the creation of nodes, relationships between nodes, setting the topography region in which nodes are located
according to the x axis and the y axis. The simulation is run for 1000 seconds. The simulation process was performed for
10 to 100 number nodes. The simulation has randomly distributed nodes in the area of the network's 500x500 m? rand
function.

IX. SIMULATION RESULT AND DISCUSSION

In this thesis, we have found the results with variation of nodes. In figure explain that a malicious node can bring a
significant drop in the performance of the network. To study this, simulations have carried out using malicious nodes in a
network, to compare it with the normal working of AODV. And also present the performance of the proposed solution
that is two types of scenarios are taken into Consideration based on attacks and without attacks. In both cases there is an
analysis of the effect of network performance with the variation of nodes discussed below using the graphical method.
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PDR with Variation of Nodes
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Figure 2: Packet delivery friction with variation of nodes.
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Figure 3: Average Throughput with variation of nodes.

Figure-2 and 3 have shownPDR and throughput with variation of nodes. In which are transmitted the Data packets
between the source and destination for 10 to 100 nodes successfully. The found the Network Performance with the help of
three scenarios. First scenario have found PDR with Normal AODV, in the second scenario we have implemented a
wormhole Attack with the help of malicious node and Found PDR for second scenario. In the second scenario we saw that
the network performance has decreased due to Attack. Due to this Kind of attack create a link break problem occur, in
which the Packet loss increases because the scheme we have used in it follow the single and don’t have another Path for
Data Transmission. To solve this Problem we have used Multi-Path AODV and with the help of this start data
transmission for another route. By the help of Multi-Path AODV control the packet loss and increase the network
performance. And finallyit has been observed that modified AODV or Multi-Path Approachhave solved the problem of
Attack to a great extent and have enhanced the performance of the network.

X. CONCLUSION & FUTURE WORK

Our thesis report consists of two parts: a theoretical study and a second simulation analysis. The effects of routing attacks
on multi-path routing have not been addressed. In this work the performance of multi-path routing under wormhole attack
is studied in detail. In the simulation section, a simple multi-path based scheme has detected and identified wormhole
attacks and then compared them using a network simulator. To mitigate the problem of malicious packet dropping, we
developed a comprehensive abuse detection system in ad hoc networks through a revised scheme, and Results indicates
that impact of wormhole attack is affected the network outputs in terms of throughput and PDF. To evaluate the various
performance metrics with Attack and without wormhole attack for modified or existing AODV routing scheme, modified
AODV works efficient and solve out the malicious node problem. And it has shown the compare results with previous
existing research. The investigation shows that the proposed detection techniques can provide improved Throughput and
PDF.
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Future work:

The wormhole attack involves malicious nodes located in a region that capture the packet causing loss of the packet. And
by expanding this proposed model one can consider other types of attacks in future works located in another area of the
network. This proposal will make the Secure Routing Protocol compiler more comprehensive.
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