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Abstract: The most important concern for Mobile Ad-Hoc is the Security. Different types of attacks are applied in 

MANETs open medium, changing its topology dynamically and lack of central monitoring and management, no 

clear defense mechanism and cooperative algorithms. One of the major security issues in MANET is Black hole 

attack. Black Hole is one of these attacks, which Attack against network integrity engrossing all data packets in the 

network and create link break problem. Where the data packets are do not reach the destination node on account 

of this attack, data loss will occur. In the study many techniques were introduced by researchers to find the attacks 

in the MANETs. In this paper we have found an approach to remove black hole attack operations using multipath 

based AODV. The proposed solution is a Multipath AODV routing protocol, which will be able to detect a black 

hole node in the network. So this problem and defense mechanisms to remove the intruder that carries out the 

black hole attack using Multi path AODV Scheme. The work describe here is the simulation of black hole attack in 

the MANET BASED on demand reactive routing scheme. In this Dissertation, an Ad Hoc Network is to be 

constructed, and analyze the results from the simulation of the existing and proposed by using the NS-2. 

Keywords: Black Hole Attack, AODV, Multipath AODV, MANET, Performance Matrices. 

I.   INTRODUCTION 

Wireless networks can be basically either infrastructure based networks or infrastructure less networks. The infrastructure 

based networks uses fixed base stations, which are responsible for coordinating communication between the mobile 

nodes. The ad hoc networks falls under the class of infrastructure less networks, where the mobile nodes communicate 

with each other without any fixed infrastructure between them. Due to wireless or infrastructure less network security is 

the biggest issue. Securing is a highly challenging issue for wireless ad hoc networks. Understanding possible form of 

attacks is always the first step towards developing good security solutions. Security of communication in MANET is 

important for secure transmission of information. Absence of any central co-ordination mechanism and shared wireless 

medium makes MANET more vulnerable to attacks there are a number of attacks that affect MANET. Since the 

functioning of MANET requires cooperation from the participating nodes in the network, security is a primary concern in 

MANET. Many applications, especially military and emergency rescue, are based on ad hoc networks, where enforcing 

security requirements are harder than traditional wired networks. Secure routing is also difficult here because of the 

absence of centralized administration in the network and each node has to trust other nodes for routing their packets. So 

the presence of any misbehaving nodes in the network can easily disrupt the network operation and damage the 

communication within the network. Thus, secure routing is one important aspect that has to be incorporated with ad hoc 

networks for successful commercialization of such networks, and to support secure applications. Hence, providing secure 

routing through misbehavior detection and mitigation in MANETs is an important and critical research topic. Security is 

an essential component for mobile ad hoc network. In order to provide security against attacker, researchers are working 

specifically on the security challenges in MANETs, and many techniques are proposed for secure routing protocols within 
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the networks. Black hole attack is one of most important security issues in mobile ad hoc networks. It can be seen that 

Packet Delivery Ratio of standard AODV protocol decreases due to the presence of black hole node in the network and 

increase the Load. Due to black hole attack related issue solving by using multipath AODV based approach. We have 

investigated the performance of black hole attack existing and proposed multipath based AODV scheme in this work 

using network simulator. 

The rest of the paper is organized as follows. In Section 2, we introduce overview of overview of AODV, Section 3 black 

hole attack and Next Sections presents a multipath methodology to prevent a black hole attack, result and lastly discussed 

conclusion. 

II.   OVERVIEW OF AODV ROUTING PROTOCOL 

Ad-hoc On Demand Distance Vector Routing Protocol is one of the reactive protocol in which source node initiates data 

packet to destination node only when requires the route discovery is occur. There are no periodical exchanges of routing 

information [16].The Protocol consist of two phases:  

•Route Discovery  

•Route Maintenance. 

Route Discovery: The route discovery process is initiated when a source needs a route to a destination and it does not 

have a route in its routing table. To initiate route discovery, the source floods the network with a RREQ packet specifying 

the destination for which the route is requested. When a node receives an RREQ packet, it checks to see whether it is the 

destination or whether it has a route to the destination. If either case is true, the node generates an RREP packet, which is 

sent back to the source along the reverse path. Each node along the reverse path sets up a forward pointer to the node it 

received the RREP from. This sets up a forward path from the source to the destination. If the node is not the destination 

and does not have a route to the destination, it rebroadcasts the RREQ packet. At intermediate nodes duplicate RREQ 

packets are discarded. When the source node receives the first RREP, it can begin sending data to the destination. 

Route Maintenance: When a node detects a broken link while attempting to forward a packet to the next hop, it generates 

a RERR packet that is sent to all sources using the broken link. The RERR packet erases all routes using the link along the 

way. If a source receives a RERR packet and a route to the destination is still required, it initiates a new route discovery 

process. Routes are also deleted from the routing table if they are unused for a certain amount of time. It is performed by 

the source node and can be subdivided into: i) source node moves: source node initiates a new route discovery process, ii) 

destination or an intermediate node moves: a route error message (RERR) is sent to the source node. Intermediate nodes 

receiving a RERR update their routing table by setting the distance of the destination to infinity. If the source node 

receives a RERR it will initiate a new route discovery. To prevent global broadcast messages AODV introduces a local 

connectivity management. This is done by periodical exchanges of so called HELLO messages which are small RREP 

packets containing a node's address and additional information [2-5]. 

III.   BLACK HOLE PROBLEM IN AODV 

In this chapter author are going to report some recent and adoptable solution for preventing and securing the network 

through the black hole attackers. In this attack, a black hole node tries to send fake RREPs to route requests in order to 

advertise itself as having the shortest path to the destination. These false RREPs deceive the source to divert the traffic of 

the network toward the black hole node for either eavesdropping or absorbing traffic to drop the data packets.  

The black hole attack has two phases. In the first phase, the malicious node exploits the ad hoc routing protocol such as 

AODV to advertise itself as having a valid route to a destination node, with the intention of intercepting packets, even 

though the route is spurious. In the second phase, the attacker node drops the intercepted packets without forwarding 

them. There is a more subtle form of this attack when an attacker node suppresses or modifies packets originating from 

some nodes, while leaving the data packets from other nodes unaffected. This makes it difficult for other nodes to detect 

the malicious node. In this work, however, a defense mechanism has been proposed against a cooperative black hole 

attack in a MANET that relies on AODV routing protocol. 

In Black Hole Attacks is that malicious nodes never send true control messages initially. To carry out a black hole attack, 

malicious node waits for neighboring nodes to send RREQ messages. When the malicious node receives an RREQ 

message, without checking its routing table, immediately sends a false RREP message giving a route to destination over 
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itself, assigning a high sequence number to settle in the routing table of the victim node, before other nodes send a true 

one. Therefore requesting nodes assume that route discovery process is completed and ignore other RREP messages and 

begin to send packets over malicious node. Malicious node attacks all RREQ messages this way and takes over all routes. 

Therefore all packets are sent to a point when they are not forwarding anywhere. This is called a black hole attack.  

If malicious node masquerades false RREP message as if it comes from another victim node instead of itself, all messages 

will be forwarded to the victim node. By doing this, victim node will have to process all incoming messages and is 

subjected to a sleep deprivation attack. Whereas black hole attack affects the whole network. Moreover, the malicious 

node that Attacks cannot be perceived easily since it does not send false messages. Behavior of failed or overloaded nodes 

may seem like selfish nodes attacks cannot fabricate a new control message, they cannot form a black hole attack. 

 

Figure 1: Due to attack link break Shown 

For example, in Figure 1, source node S wants to send data packets to destination node D and initiates the route detection 

process. Suppose that device E is a malicious device and it claims that it has a route to the destination whenever it 

receives route request packets, and straight away sends the reaction to node S. If the reply from the malicious node E 

influences firstly to node S, then node S considers that route detection is finished, than S ignores all other replies and 

starts to send data packets to node E. As an outcome, all packets through the malicious node is consumed or lost. 

IV.   MULTIPATH AODV ROUTING PROTOCOL 

AODV is a reactive routing protocol that does not require maintenance of routes to destination nodes that are not in active 

communication. Instead, it allows mobile nodes to quickly obtain routes to new destination nodes. Every mobile node 

maintains a routing table that stores the next hop node information for a route to the destination node. When a source node 

wishes to route a packet to a destination node, it uses the specified route if a fresh enough route to the destination node is 

available in its routing table. If such a route is not available in its cache, the node initiates a route discovery process by 

broadcasting a Route Request (RREQ) message to its neighbors. On receiving a RREQ message, the intermediate nodes 

update their routing tables for a reverse route to the source node. All the receiving nodes that do not have a route to the 

destination node broadcast the RREQ packet to their neighbors. Intermediate nodes increment the hop count before 

forwarding the RREQ. A Route Reply (RREP) message is sent back to the source node when the RREQ query reaches 

either the destination node itself or any other intermediate node that has a current route to the destination. As the RREP 

propagates to the source node, the forward route to the destination is updated by the intermediate nodes receiving a RREP. 

The RREP message is a unicast message to the source node. AODV uses sequence numbers to determine the freshness of 

routing information and to guarantee loop-free routes. In case of multiple routes, a node selects the route with the highest 

sequence number. If multiple routes have the same sequence number, then the node chooses the route with the shortest 

hop count. Timers are used to keep the route entries fresh. When a link break occurs, Route Error (RERR) packets are 

propagated along the reverse path to the source invalidating all broken entries in the routing table of the intermediate 

nodes. AODV also uses periodic hello messages to maintain the connectivity of neighboring nodes. In this algorithm used 

Multiple Route Discovery Procedure is the process by which multiple paths are discovered. One observation of AODV is 

that, though the source actually discovers multiple paths during the route discovery process, it chooses only the best route 

and discards the rest. Also, frequent route breaks cause the intermediate nodes to drop packets because no alternate path to 

the destination is available. This reduces the overall throughput and the packet delivery ratio by using this methodology to 

efficient data delivered and solve out link break problem.  
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SOLUTION MODEL: In the study many techniques were introduced by researchers to find the attacks in the MANETs. 

Black Hole is one of these attacks, which Attack against network integrity all data packets in the network and create link 

break problem. Where the data packets are do not reach the destination node on account of this attack, data loss will 

occur.  

In this work we have found an approach to remove black hole attack operations using multipath based AODV, which will 

be able to detect a black hole node in the network. 

First we modified the AODV to multipath based protocols, in this modified approach, when primary path is fail due to 

attack, start the route discovery process for search path and efficient data transmission and reduced delay and packet loss 

used this modification in existing AODV routing scheme. And have followed the following steps: 

Step 1: create a new type of object called multiple route entry. The objective of multiple route entry is to keep the routes 

to the same destination. 

Step 2: In AODV file should change “finding route to the destination” to “finding multiple routes” to the destination. 

Step 3: The receive request method should be modified to receive the RREQ with the same ID as previous one in order to 

create the multiple reverse routes. Store the entire Route Replies destination ID and Node ID 

Step 4: The receive reply method should be modified to accept the multiple route reply to create the multiple forward 

routes. Sort the contents of Table entries according to the Destination ID. Select the Node ID among Routing table entries. 

Step 5: The receive error method should be modified to check if the node still has another active route to the destination. 

If the node still has another active route to the destination, the node no needs to forward the RERR packet. 

Step 6: Route resolve method for source node should be set to switch from one active path to another active path and 

switch back in next transmission. The multiple paths will be used to transmit the data packet. 

V.   SIMULATION PARAMETERS 

Simulation Parameters is as follows: 

Serial No. PARAMETERS VALUE 

1. Number of nodes 10,20,30,40,50,60,70,80,90,100 

2. Simulation Time 200 

3. Area 800x800m
2
 

4. Maximum Speed 10m/s 

5. Traffic Source CBR 

6. Pause Time 1.0 

7. Packet Size 512 byte 

8. Maximum No. of Connection 5 

9. Mobility model used Random waypoint Model 

10. MAC Protocol MAC/802.11 

11 Protocol AODV, Multipath AODV 

(With and Without Attack) 

VI.   PERFORMANCE METRICS 

In this section, we discuss of performance metrics for the protocols: 

Packet Delivery Fraction: This is the fraction of number of packets received at the destination to the number of packets 

sent from the source multiply by 100. In other words, fraction of successfully received packets, which survive while 

finding their destination, is called as packet delivery fraction [3, 10]. 

Normalized Routing Load: Normalized routing load is the ratio of the number of control packets propagated by every 

node in the network and the number of data packets received by the destination nodes. 

VII.   SIMULATION MODEL 

In this section discussed the simulation model of different number of parameters used in network scenario. And have 

given all the parameters and its value in below section, which have used in our work. For the evaluation of the network in 

the existence of a malicious node, the black hole node is created with the help of an agent. A tcl script is created for the 
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implementation ,which consist of the creation of the nodes, connection between the nodes, setting the topography area in 

which the nodes are located according to the x axis and y axis. The simulation is run for 200 seconds. The simulation 

process was carried out for 10 to 100 numbers of nodes. The nodes were randomly distributed in the simulation in the area 

of 800x800 m2 rand function of network. To create path between source and destination AODV on demand Routing 

Algorithm was used. The author considered mobility of nodes, and have also found PDF and LOAD with node variations. 

VIII.   SIMULATION RESULT AND DISCUSSION 

In this work detailed about the malicious black hole attack. And we have found the results with variation of nodes. In 

above figure explain that a malicious node can bring a significant drop in the performance of the network. To study this, 

simulations have carried out using malicious nodes in a network, to compare it with the normal working of AODV. And 

also present the performance of the proposed solution that is two types of scenarios are taken into Consideration based on 

attacks and without attacks. In both cases there is an analysis of the effect of network performance with the variation of 

nodes discussed below using the graphical method. 

 

Figure 2: PDF with variation of nodes 

 

 

Figure 3: NRL with variation of nodes 

As a result, a variation in value of PDF and load is seen. Here, in this case, all the packets send by the sender does not 

reaches the destination at that time. That leads to more dropping of packets. To compare it with the normal working of 

AODV, a reading for AODV without presence of malicious nodes is included. Single path AODV initiates a new route 

discovery when it detects one path failure to the destination, whereas in multipath it creates a fresh route in case all the 

existing routes fail or expire. It also reduces the number of similar routes between source and destination nodes. And we 

have observed that the proposed multipath methodology becomes better compare than existing or traditional routing 

scheme in terms of PDF and Load. 
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IX.   CONCLUSION 

This algorithm is equally applicable to other reactive protocols. The proposed methodology is based on simple 

acknowledgement based scheme to detect the black-hole nodes in MANET. This approach can be incorporated with any 

existing on demand routing protocols. Due to solve out packet loss and link breakage problem used alternative path 

scheme our work. Simulation results show the difference between the number of packets lost in the network with and 

without a Black Hole Attack. This also shows that Black Hole Attack affects the overall network connectivity and the data 

loss occurs in the network. The finally concluded after the Experimental results show that the proposed algorithm 

achieves a very good rise in Packet Delivery Ratio and Decrease the Load.  
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