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Abstract: The purpose of carrying out this study was to establish the influence of staff training and awareness on
cybersecurity readiness in deposit-taking savings and credit cooperative organizations in Kenya. This study
focused on SACCOs within Nairobi County and the target population was the 40 deposit-taking SACCOs in
Nairobi County. Respondents were obtained from the ICT department, top management, and customer service
department of the SACCOs, the selection of the respondents was done randomly. The instruments that were used
were self-administered questionnaires and a census of all the SACCOs was conducted. Secondary data was
obtained from SASRA’s reports and other relevant publications in referred journals. The collected data was coded
and analyzed quantitatively (frequencies and percentages) as well as statistical inferential (regression analysis).
This study also used the Pearson correlation and analysis of variance (ANOVA) to determine whether the
independent variables had a combined effect on the dependent variable. The analyzed data was presented in
tables, findings discussed, conclusions drawn, and policy implications outlined. The findings of the study revealed
that there is a positive and significant correlation between staff training and cybersecurity readiness. The study
also concluded that effective training programs aimed to enlighten the staff on cybersecurity issues are an
important ingredient for cybersecurity readiness in deposit-taking SACCOs. The study recommended that more
training programs are organized regularly to enhance cybersecurity readiness.
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1. INTRODUCTION

Savings and Credit Cooperative Societies (SACCOs) are voluntary financial institutions owned and controlled by their
members and operated for the purpose of providing credit at low-interest rates, promoting savings and providing other
non-financial services to its members (Waweru, 2011). Today SACCOs are one of the largest financial institutions
addressing the needs of all people from different backgrounds (FAO, 2018). The first SACCO in Kenya was Lumbwa
cooperative which was formed by European farmers in 1908 with the goal of supporting agricultural activities and
products to take advantage of economies of scale (Ministry of industry, trade, and Cooperatives, 2014).
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The first cooperatives were registered as companies and only became registered as co-operatives in 1931 when the first
co-operative was promulgated and they were predominantly marketing oriented and auxiliary focused (Ministry of
industry, trade, and cooperatives, 2014). By 1999 more than seven thousand cooperatives had been registered in Kenya. In
recognition of the growing importance and sophistication of SACCOs, a SACCO Societies’ Act was enacted in 2008 to
pave way for vigorous enforcement of prudential standards for SACCOs with front office services activities (FOSAS).
This gave rise to the SACCO Regulatory Authority (SASRA) the body charged with the responsibility of regulating
deposit-taking SACCOs (Ministry of industry trade and cooperatives, 2014). Information Communication and Technology
(ICT) drives businesses in a fast-paced world, where customer satisfaction and competitiveness are measured by
convenience, speed of service delivery, efficiency, and cost-effectiveness (Cumby, 2006). Financial institutions have also
been revolutionized by ICT especially the internet through electronic financing. Gary (2006) insisted that SACCOs must
turn to e-marketing in order to cope with the current demand to meet the client’s expectations and establish long-lasting
relationships with their customers. By integrating ICT into their business strategies SACCOs can improve acquisition and
retention of customers.

Cybersecurity is the collective application of strategies, security measures, threats administration tactics, training,
paramount practices, assurance and expertise that can be used to guard the information system, organization and all
related assets (International Communication Union, 2004). Cybersecurity readiness refers to the ability of an organization
to detect and effectively respond to computer security intrusions and breaches, theft of data and intellectual property,
phishing attacks, and malware attacks from both outside and inside the network (Sullivan, 2016). As cited by Richmond
(2017) organizations need not worry about when they will be breached but rather whether they are adequately prepared to
detect attacks, quickly recognize a breach, effectively remediate and accurately assess the damage. Cybersecurity
readiness shows an organization’s behaviors, practices, and processes towards managing risk, having efficient
cybersecurity controls, training employees on cyber risks and detecting and responding to threats.

Cybersecurity ventures (2019) predicted that cybercrime will cost the world a surplus of 6 trillion US dollars by the year
2021 up from the 3 trillion US dollars cybercrime costs incurred in 2015. Cybercrime costs include lost productivity,
stolen money, disruption to businesses, forensic investigation, intellectual property theft, restoration of hacked systems
and reputation harm. Most organizations acknowledge that they are unlikely to spend more money or their cybersecurity
practices unless they suffered a breach or an incident that would cause negative impacts to the organization (E&Y, 2018).
Organizations worldwide are struggling to understand and manage emerging cyber risks in a sophisticated digital society.
Information Technology (IT) analysts within organizations are still unable to keep up with the pace of the dramatic
increase in cybercrime and sophisticated attacks on their networks. More than 90 percent of successful data breaches and
hacks originated from phishing emails that were designed to entice recipients to open a document or click a link.
Organizations need to be aware that there is no one size fits all type of security technology and that they need to overlap
security processes to improve their organization’s security culture in order to better secure their systems. Organizations
need to plan for cyberattack in order to ensure that they can prevent most breaches and respond more promptly when an
attack occurs (Cybersecurity ventures, 2019). Credit unions which are like SACCOs in Kenya are a growing target for
cyber-attacks. Breaches of these institutions rarely make the news; however, attacks are growing at a high frequency.
These institutions fail to match advanced security technologies and they also fail to observe the appropriate security
practices this hence leaves their entry points exposed. Most organizations have adopted complex environments and
increasingly use cloud-based applications, hybrid IT infrastructure, the increase in the use of these applications has
introduced vulnerabilities and weak links which have exposed organizations data.

2. STATEMENT OF THE PROBLEM

Increased organizational dependence on ICT has led to a corresponding increase in the effect of ICT security abuses
(Kankanhalli et al., 2003). SACCOs have become an easy target to cyber-attacks such as malware attacks, ransomware
attacks, data breaches, abuse of privileged access, critical data manipulation and email phishing attacks. Despite warnings
of the increase in the number of threats afflicting organizations seventy-three percent of organizations face major
drawbacks in terms of cybersecurity readiness (Hiscox, 2018). Serianu (2018) found out that majority of the SACCOs in
Kenya are underprepared for the surge in new sophisticated malware and advanced persistent threats (APTs). SACCOs
continue to fall victim of a variety of cyber-attacks; malware infections, crypto-jacking, banking trojans such as emotet,
denial of service, ransomware, social engineering, and phishing scams.
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The number of SACCOs that have fallen prey to cybercriminals has increased (Mwitari, 2018). These cybercriminals
either act as alone or with malicious employees within the SACCO. The effects of these attacks include financial losses, a
decline in market share, loss of reputation and customer trust (Reid, 2018). Very few studies have been done in the context
of cybersecurity readiness in deposit-taking SACCOs in Kenya. This study sought to establish the influence of staff
training and awareness on cybersecurity readiness in deposit-taking savings and credit cooperative organizations in
Kenya.

3. LITERATURE REVIEW

Organizations that are keen on securing their systems and are keen on ensuring they can detect and respond to cyber-
attacks by empowering their employees. Organizations need to view cybersecurity holistically and ensure that top
management executives and employees are actively involved in security issues and ensure that everyone understands
cybersecurity risks and most crucially every employee knows the specific steps to mitigate these risks. Prevention of
cyber-attacks starts with training employees to recognize and respond to hacking attempts such as phishing and social
engineering. The provision of professional training to ICT staff will empower them on how to protect critical
infrastructure, implementing security controls and how to detect vulnerabilities within the organization. User awareness of
cybersecurity risks and threats can empower users on best practices to better protect themselves online thereby improving
the security posture of an organization (D’Arcy, 2008).

The human factor is a major factor of cybersecurity. Changing user behavior changes the organization’s security culture.
According to ACS (2018), staff training and awareness is a key pillar of cybersecurity readiness, individuals can be an
attack vector through social engineering and everybody within an organization should be responsible for ensuring that
cybersecurity best practices are carried out. Staff education should be done regularly and materials should be updated as
new threats arise. Employees have been identified as an important factor empowering cybersecurity within the
organization because security incidents most often are the result of employees’ lack of awareness of the organization’s
information security policies and procedures (Hansche, 2002; Mitnick, 2003). Ponemon Institute (2012) conducted a
study on the state of small business’s cybersecurity readiness in the United Kingdom. The study recognized compliance to
regulations and laws was critical for the small businesses that were surveyed; the study also found out that one of the
barriers to achieving cybersecurity readiness in those organizations was lack of in-house skilled staff or expert personnel.

Aloul (2012) noted that phishing attacks in the United Arab Emirates (UAE) were on the rise, he noted that many
individuals fall for phishing scams due to the lack of knowledge on how to recognize a phishing email, this, therefore,
puts the organization’s data at risk. He suggested that general user education was an important approach to fight phishing
scams. Catota et al., (2018) established that the barriers that prevent Ecuadorian financial institutions from properly
responding to security incidences include the lack of awareness and training. They suggested that executive managers
need to be educated about observing security; they need to be made aware of the policies guiding the use of their own
personal devices within the corporate network. Jaatun et al., (2007) found out that personnel involved in project
implementation focused too much on the technology at the expense of human factors, the researchers found out that
failure to promptly detect and respond to cybersecurity incidences was due to the lack of situational awareness of various
virus threats and lack of scenario training on handling virus and worms attacks within the organizations.

Musuva et al., (2015) found out that one of the gaps in cybersecurity was employee training and awareness and technical
training of technical personnel. They noted that most technical staff within organizations combined cybersecurity roles
with IT roles, these individuals are overloaded with other tasks within the organization and lack the necessary skill set to
handle cybersecurity incidents. They also found out that the consequence of a lack of employee training was that the
organizations were not cyber prepared to deal with cybersecurity incidences. The researcher, therefore, intended to
determine how training and awareness of information security risks influences cybersecurity readiness in SACCOs.

4. RESEARCH METHODOLOGY

This study focused on SACCOs within Nairobi County and the target population was the 40 deposit-taking SACCOs in
Nairobi County. Respondents were obtained from the ICT department, top management, and customer service
despartment of the SACCOs, the selection of the respondents was done randomly. The instruments that were used were
self-administered questionnaires and a census of all the SACCOs was conducted. Secondary data was be obtained from
SASRA’s reports and other relevant publications in referred journals. The collected data was coded and analyzed
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quantitatively (frequencies and percentages) as well as statistical inferential (regression analysis). This study also used the
Pearson correlation and analysis of variance (ANOVA) to determine whether the independent variables had a combined
effect on the dependent variable. The analyzed data was presented in tables, findings discussed, conclusions drawn, and
policy implications outlined.

5. FINDINGS

The focus of this study was to determine the influence of staff training and awareness on cybersecurity readiness in
deposit-taking SACCOs. The study further sought to establish whether ICT security is handled by in-house employees or
whether the organizations outsource cybersecurity services. The results are presented in Table 1.

The study aimed at finding out whether the organization’s had employees on site or whether they had outsourced their
cybersecurity operations.

Table 1: Employees who handle ICT security

ICT security staff Frequency Percentage
In house employees 63 63

Partly Outsourced 37 37
Completely outsourced 0 0

Total 100 100

The findings revealed that 63% of the SACCOs, had an employee on-site within the organization that could address the
incidences in the event of a cyberattack. The findings also disclosed that 37% of the SACCO’s ICT security is handled by
partly outsourced employees. The study further disclosed that none of the organizations had completely outsourced their
cybersecurity operations.

The study further sought to establish the number of respondents who have attended any training, workshop or awareness
sessions in relation to cybersecurity organized by the SACCO. The results are presented in Table 2.

Table 2: Training Attendance

Training Attendance Frequency Percentage
Yes 44 44

No 56 56

Total 100 100

The findings revealed that the majority of the respondents (56%) had not attended any training, workshop or awareness
sessions in relation to cybersecurity organized by the SACCO. However, 44% of the respondents indicated that they have
attended some training and awareness sessions that were organized by their respective SACCOs.

The respondents who indicated they have ever attended training or awareness sessions were advised to indicate the last
time they attended the session. The results are presented in Table 3.

Table 3: The last session attended

Last session Frequency Percentage
Within the last year 33 75
Within the last two years 11 25
Within the last three years 0 0
Total 44 100

The findings revealed that majority of the respondents who had attended training or awareness sessions did so within the
last year as shown by 75%. The other (25%) had attended within the last two years. This implies that most of the SACCOs
that train their employees do so annualy.
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Table 4: Descriptive statistics for training

Statement —
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The Sacco trains us on Cybersecurity risks and 26 15 4 33 22 2.65 1.359
threats and how to handle them
The Sacco trains us on Cybersecurity policies and 21 12 4 56 7 2.84 1.339
best practices
The Sacco  offers  professional  training 14 40 0 39 7 2.73 1.254
opportunities to technical personnel
ICT staff within the SACCO have been trained on 14 50 0 29 7 221 1.008
how to use and manage the security technologies
within the organization
Aggregate scores 2.61 1.24

On the same note, 21% of the respondents agreed that their organization trains them on cybersecurity policies and best
practices while 12% strongly agreed. However, quite a large proportion of the respondents were in disagreement as shown
by 56% who disagreed and 7% who strongly disagreed that their SACCO trains them on cybersecurity policies and best
practices. The majority of the respondents were in agreement that their respective SACCOs offer professional training
opportunities to technical personnel as shown by 40% who agreed and 14% who strongly agreed. However, 39% of the
respondents disagreed and 7% strongly disagreed.

The majority of the respondents were in agreement that ICT staff within their organization have been trained on how to
use and manage the security technologies within the organization as shown by 50% who agreed and 14% who strongly
agreed. On the other hand, 29% disagreed and 7% strongly disagreed. Besides, the study sought to establish the
respondents, opinion on how influential the trainings are on cybersecurity readiness of the SACCO. The responses varied
from one SACCO to another, but most of the respondents indicated that the training on cybersecurity has been very
influential. Some of the respondents indicated that training and awareness sessions help staff to be aware of the threats
posed by cybersecurity to the organization.

Some of the respondents cited that the trainings provide skills and knowledge that prepare the technical staff to handle any
cybersecurity threats that they might have experienced. However, there are some of the respondents who indicated that
training sessions need to be done frequently since security technologies are changing and new variants of malware are
coming up each day.

Besides, the study sought to establish the respondents, opinion on how influential the trainings are on cybersecurity
readiness of the SACCO. The responses varied from one SACCO to another, but most of the respondents indicated that
the training on cybersecurity has been very influential. Some of the respondents indicated that training and awareness
sessions help staff to be aware of the threats posed by cybersecurity to the organization. Some of the respondents cited
that the trainings provide skills and knowledge that prepare the technical staff to handle any cybersecurity threats that they
might have experienced. However, there are some of the respondents who indicated that training sessions need to be done
frequently since security technologies are changing and new variants of malware are coming up each day.

The objective of the study was to determine the influence of staff training and awareness on cybersecurity readiness in
deposit-taking SACCOs. The regression results revealed that there is a significant positive correlation between staff
training and awareness on cybersecurity readiness at p= 0.226; t = 2.146; and p = 0.004. Therefore, staff training and
awareness positively influences cybersecurity awareness; hence, an increase in staff training and awareness leads to an
increased level of cybersecurity preparedness. The results of the regression equation revealed that a unit increase in staff
training and awareness lead to a 0.226 increase on cybersecurity readiness. The findings support previous studies. ACS
(2018), found that staff training and awareness is a key pillar of cybersecurity readiness. Hansche (2002) and Mitnick,
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(2003) identified that employees are an important factor. Empowering staff on cybersecurity issues is key because
security incidents most often are the result of employees’ lack of awareness of cybersecurity best practices.

Human beings are considered to be weakest link in cybersecurity. Staff training and awareness is key in equipping
employees with the knowledge they need to protect themselves from cybercrime elements such as social engineering. The
findings of the study revealed that a high proportion of the SACCQOs do not organize training and awareness sessions in
relation to cybersecurity for their staff. However, those SACCOs that organize the training and awareness sessions do so
annually. The study further revealed that most of the SACCOs do not train their staff on cybersecurity risks and threats as
well as how they should handle various risks such as phishing attacks. The study also disclosed that some of the SACCOs
do not train their employees on cybersecurity policies and bests practices while a few of them do.

The study found that most of the SACCOs offer professional training opportunities to their technical personnel, but quite
a number of SACCOs do not. However, the majority of the SACCOs indicated that ICT staff within their SACCOs have
been trained on how to use and manage the security technologies that have been implemented within the organization.
Further, the results of regression and correlation analysis revealed that there is a positive and significant correlation
between staff training and cybersecurity readiness. This implies that an increase in staff training leads to a significant
increase in cybersecurity readiness. In fact, staff training was found to be the most significant variable in the study.

6. CONCLUSION AND RECOMMENDATION

Based on the findings of this study the research concluded staff training and awareness influences cybersecurity readiness
in deposit taking SACCOs. Staff training was found to be most significant factor that influences cybersecurity readiness
in SACCOs. The study further established that most of the staff were not trained this therefore acts as a loop hole for
phishing attacks and social engineering. In the event an adversary decides to exploit this loop hole and sends and email
attachment containing ransomware and an employee who has no proper training opens this attachment, this will in turn
risk the organization’s data being encrypted and critical systems such as servers will be inaccessible. Effective training
programs need to be put in place in order to ensure organizations are able to counter cyberattacks.

Deposit-taking savings and credit cooperative societies may benefit from the findings of this study. This study
recommends that staff education should be done regularly and training materials should be updated as new sophisticated
malware arise. Human beings are considered to be the weakest link and in order for organizations to be fully prepared to
prevent cyber-attacks they need to ensure employees understand risks and threats that some of their actions may pose and
the best practices to follow in order to protect themselves online. In order to keep critical customer data safe users
handling customer data, need to be trained on how to recognize and avoid common social engineering scams. This study
further recommends that in order to be prepared for cyberattacks technical personnel need to be trained in order to equip
them with the necessary skillset to deal with cybersecurity incidents. It is recommended to have an individual or
individuals that are solely employed to deal with cybersecurity. Having one technical staff that deals with IT roles and
cybersecurity roles may lead to the individual being overwhelmed with other tasks within the organization.
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