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Abstract: With the growth of interconnected technologies and services, the use of computers and the internet 

become an essential part of our lives to accomplish tasks either at home or in business. Recently, cybercrime 

becomes a real threat for organizations which might lead to disrupt services or destroy business. Therefore, the 

current protection and controls of cybersecurity require regular assessment and update to achieve a high level of 

protection for organizations. This research paper defines what to secure and how to secure for IT environment 

including physical, hardware, software, and network. Also, it presents the approach of security measures from 

reactive to proactive.  
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I.   INTRODUCTION 

Cybersecurity becomes a vital concern to organizations especially with the rapid evolution of the internet. Cybersecurity 

is the protection of information and information resources from unauthorized access, attack, and theft. These resources 

include physical, hardware, software, and network. The main goals of implementing the security are prevention which is 

preventing the gain of unauthorized access to the resources, detection occurs when discovering someone who is trying to 

access the resources without authorization, and recovery which is to return back to the normal operations after 

compromising or damaging the resources. Now, to build strong security controls, and prevent occurrence of cybercrimes, 

the CIA triad has to be in-place. CIA triad consists of "Confidentiality", "Integrity" and "Availability". Confidentiality 

assures that confidential information is not disclosed to unauthorized users, Integrity means that the information is stored 

and transferred as intended without any unauthorized modification, and Availability refers to the information available to 

authorized individuals. In this research paper, proactive security measures and prevention controls are addressed in order 

to attain a high level of cybersecurity. 

II.   WHAT TO SECURE AND HOW TO SECURE 

A. Physical Security  

Physical Security is the first step to protect information, property, and facilities from unauthorized access, theft, and 

damage. Based on the sensitivity of these assets, various measures and layers have to be in place to ensure appropriate 

protection is achieved. Each place that hosts information is a target by attackers, hence it has to be well defined, 

evaluated, classified, and protected. This place includes DataCenter, storage, network, backup, electrical, mechanical, and 

security rooms. The following security controls are required in physical security: 

 Install a very strong fence surround the datacenter and provide enough lighting to have clear visibility for security 

guards.  

 Install CCTV surveillance to monitor the site and detect any threat proactively. 

 Mantrap and security gate to control the physical access of employees and visitors.  

 Segregate the physical access of rooms based on their criticality since a server room is different than an electrical 

room. 
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 Enable biometric authentication to access the needed area. The biometric authentication can be implemented using 

fingerprint, retina and voice recognition.   

 Install sensors to detect any physical threat including safety hazards. 

 Utilize a reliable security system to control the physical access. This system has to run on a different network to 

mitigate any network risk.  

 Conduct regular backup, reviews, and audits to ensure physical security compliance. 

B. Software Security 

Software Security is the process of assessing, mitigating, and protecting software systems from vulnerabilities. These 

processes are required to prevent attacks and assure that the software continues to operate safely. There are two types of 

software: Operation System and application, and each type of them needs a specific methodology to implement security 

controls. The following security controls are mandatory to secure OS: 

 Operating System Hardening: more security controls can be implemented to achieve a high level of OS protection. It 

includes installing and patching the OS, installing and configuring Antivirus, firewalls, and intrusion detection system. 

 Authentication: implementing the appropriate authentication enables the authorized users to access the needed 

resources in the system legally. This authentication can be implemented via different techniques including username and 

password, biometric authentication, and multifactor authentication. 

After installing the operating system, the other application software has to be installed and patched to the most recent 

versions. The following security measures are desired for application security: 

 Redundancy: to keep the needed software/service available to intended users.  

 Digital Signature: to validate the authenticity and integrity of a message.  

 Encryption: to convert plaintext the ciphertext to ensure data confidentiality.  

 Auditing: to be conducted regularly in order to assess and prevent any vulnerabilities. 

C. Network Security 

Network Security is the protection of network resources from unauthorized individuals access, interruptions, and attacks. 

The network resources include routers, switches, firewalls, cables and connections. In the fact, threats of network security 

are not limited to physical theft. It also can damage network/computer resources. Network threat is divided into the 

following categories:  

 Unstructured Threat: occurs by a person who doesn't have enough experience to attack. He/she use hacking tools and 

basic scripts.  

 Structured Threat: carries by very well experienced attackers by utilizing advanced tools and techniques to launch 

network attacks.  

 Internal Threat: occurs by an employee who has authority to access network resources and leak data to external 

parties.  

 Physical Threat: can happen due to natural such as earth quick or storms. Also, it might occur when there is a power or 

cooling interruptions.  

Network security measures can be diverse based on the network design of the organization. However, there are multiple 

security measures recommended to be in place. Here are some of them:  

 Firewalls: utilizing an appropriate firewall to control the incoming traffic to the network. The firewall can be either an 

appliance to be hosted in the datacenter or software to be installed and configured.  

 Virtual LAN: implementing VLANs help manage network segmentation.  

 Load Balancing: using load balancers to distribute the load of network traffic, besides preventing denial of service 

attack.  
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 Monitoring Tools: installing intelligent network monitoring tools to monitor and observe network traffic and devices 

state.  

 Demilitarized Zone: DMZ is an important security measure. It enables external clients to access data on private 

systems, such as web servers without compromising any other system in the internal network.   

 Packet Filtering: it is a technique operated by the router that use a set of ACL (Access Control List) to control the 

traffic by either allowing or denying it through the router.   

III.   CONCLUSION 

This paper aimed to define the cybersecurity and its goals to satisfy individuals and organizations since the cybercrime 

became a real threat particularly with the rapid evolution of internet. The cybercrimes intends to disrupt services and 

destroy business, hence it enforces organizations to face challenges to operate within an expected level. Protecting the 

information and information resources require huge efforts, tools and cost. Not only these factors, but the way of selecting 

and implementing the security controls are very important.  In fact, companies are required to identify the resources they 

own, evaluating them against their confidentiality, integrity and availability, classifying them based on their sensitivity. 

After that, implement the appropriate security controls to safeguard the resources. Continuous monitoring and 

maintenance is an important key to sustain protected. Another crucial factor is to regularly review and audit existing 

controls to ensure full compliance of cybersecurity. Finally, organizations have to bear in mind that users' awareness of 

cybersecurity is the first defence line of their resources, and they have to provide mandatory courses to raise their 

knowledge and demonstrate positive behave in terms of cybersecurity.  
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