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Abstract: A large amount of confidential data daily flows in and out of organizations to employees, customers, and
partners. Unauthorized disclosure of this data creates a significant risk to the company, their customers, and their
business partners, with the potential of negatively impacting their reputation, competitive advantage, and business
relationships. The Data Loss Prevention (DLP) solution has been introduced to address this concern. The selection
of a good DLP solution is important but technology selection is only one component of DLP. In this article, we will
cover best practices that will combine technology, process, people to help you in implementing DLP in your
organization successfully.
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I. INTRODUCTION

More companies are looking for the protection of an organization’s data from both outside threats as well as individuals
within an organization that may compromise the data. Accordingly, many organizations use various investigative entities
to identify and review data transfers that may violate one or more security policies.

Data loss prevention (DLP) is the practice of detecting and preventing confidential data from being “leaked” out of an
organization’s boundaries for unauthorized use.

Before diving into the technology and available vendor solutions, you should first build a good understanding of what
your business requirements for DLP will be. Why you might need DLP, how you plan on using it, and the business
processes around creating policies and managing incidents. The first step in any DLP implementation project is to
determine which data would cause the biggest problem were it stolen. While it may seem obvious, data loss prevention
should start with the most valuable or sensitive data that is most likely to be targeted by attackers

Il. DETAILED DESCRIPTION

When initiating a DLP implementation project, there are several activities that must occur. Below is a framework and
general guidelines that your DLP implementation should follow:

1. Project Sponsorship:

« Executive-level sponsorship is required to support DLP implementation.

2. Business Owners involvement:

» Involve key stakeholders (IT, HR, Finance, Legal and Internal Audit, etc.).

+ Keep business leaders, stakeholders, and users informed of your plans and timelines.

3. Establish Goals:

« DLP implementation requires careful planning, including the development of clear and achievable goals, and the

establishment of proper expectations among executives and business unit leaders.
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4. Roles & Responsibilities:

+ Build a responsibility assignment matrix (RACI), which details who is responsible, who is accountable, who needs to
be consulted, and who is informed for each activity related to DLP implementation and support.

5. Identify Business Requirements:

» Before diving into the technology and available vendor solutions, you should first build a good understanding of what
your business requirements for DLP will be.

» Understand your data and how it is used.

 Prioritize your data, Identify Sensitive data.

» ldentify types of data to protect.

* Identifying Data Owners.

6. Define Security Requirements:

« After identifying your business requirements, next sketch out a set of security requirements to support them.
7. Conduct your own Research:

» Consult with research analysts such as Gartner, Forrester and gain a basic to intermediate understanding of the
industry, the vendors and solutions available, and their particular strengths and weaknesses.

8. Review Architecture Options:

+ Depending on what sensitive data you wish to protect, where it resides, and how it is accessed, the DLP solution that is
a best fit for your business may include any one.

» Software-based DLP solutions

» Hardware-based DLP solutions

9. DLP Deployment Strategy:

» Use a phased approach. Deploy to highest risk areas of your business early on.
» Start slow. Begin by enabling monitoring only.

10. Data Classification:

+ It's data classification first, and DLP second.

» Increase the accuracy and effectiveness of DLP.

» Create a document classification matrix. Identify where the existing data resides and how this data is classified.
Classify the document according to risk.

11. DLP Governance Policy:

» Create Policy to establish governance around DLP.
12. Incident Management Process:

» Define the Incident Response Process.

» Trained Incident Response Team with clear defined roles, responsibilities, and procedures to drive consistency and
organizational buy-in.

13. Have robust Awareness Program

* Awareness is a key to DLP implementation success.

» Begin user education to obtain employee buy-in.

» Users must understand the risk of data loss and the repercussions to their organization.

* Highlight Do’s and Don'ts.
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I11. CONCLUSION

DLP is an integral part of a mature security program. It’s a powerful tool for protecting sensitive data which provides
comprehensive data-centric security. The most critical element of successful DLP implementation is to understand that it
is not a product that provides a quick fix. It is a process, and implementing it is just the beginning.
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