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Abstract: A Maturity Model is a widely used technique that is proven to be valuable to assess business processes or
certain aspects of an enterprise. The evaluation of the Enterprise practices against the model — called an
‘“assessment’’ — determines the level at which the organization currently stands. It indicates the organization’s
maturity in the area concerned, enabling stakeholders to clearly identify strengths and improvement points, and
accordingly prioritize what to do to reach higher maturity levels and see the greatest improvement and the highest
return on investment. To make that possible, maturity assessments must be performed. A maturity assessment
activity can range from simple self-assessment questionnaires to fully- fledged assessment methods. This (white
paper/case study) sheds light on the use of multi-function organizations for managing fully-fledged assessments at
an enterprise level.
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Figure 1
I. INTRODUCTION

Generally, IT organizations of any size focus on cybersecurity, business operations, and quality assurance to ensure
business sustainability and service delivery.

Technology is advancing at a faster pace today than it ever has before and that is contributing to the fast-evolving risks to
data security. This has demanded the safeguard of infrastructure, application and data, against any internal and external
threat vectors aiming to exploit the unmitigated system vulnerabilities [1]. Apart from establishing robust security policies
and practices, it is imperative to periodically scrutinize whether the controls are performing effectively as intended [2].
This scrutinization method is called “Cybersecurity Maturity Assessment™ [2].
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The cybersecurity maturity assessment focuses on specific controls and practices that protect critical assets, infrastructure,
applications, and data by assessing the organization’s defensive posture. The assessment also emphasizes operational best
practices for each control area, as well as the organizational effectiveness and maturity of internal policies and procedures.

Although performing a full-fledged cybersecurity maturity assessment does take time and can temporarily interrupt some
IT operations. The assessed organizations realize that there are benefits to the inconvenience such as:

« Gaining important insights into the organization's cybersecurity practices and how effective they are at preventing
breaches [3] [4].

» Using the learned information to improve current cybersecurity measures or guiding organizations as to where new
ones need to be added.

» Benchmarking the assessment results with similar organizations to help identify security trends [4].
» Preventing the organization from relying heavily on some security controls and ignoring others [5].
+ Improving communication between employees, IT personnel, and upper-level management.

Therefore, to manage the assessment at an enterprise level with minimal interruption to the operation, the assessed
organization requires having the right key individuals going through well-constructed processes with a technology that
manages, tracks, and ensures the right implementation of those processes.

Assessed organizations can manage the cybersecurity maturity assessment flawlessly if they focus on the below three
pillars [6].

Il. THREE PILLARS
A. Process
"If you can’t describe what you are doing as a process, you don’t know what you’re doing." — W. Edwards Deming.

Managing cybersecurity maturity assessment at an enterprise level requires a well-constructed process to move the
immense number of tasks and activities throughout the stages of the assessment more efficiently. This could be achieved
by having multiple processes or one main process supported by multiple sub-processes; and it started with forming a
centralized team who act as a midway layer between the assessed organization and the external assessor [6]. This core
team is responsible for executing the following processes:

» Conducting self-assessment to gain an immediate picture of where the organization need to improve and allocate
resources

« Conducting collaboration sessions with subject matter experts (SMES) to map practices with each of the function
owners and accepting the ownership of the controls.

» Collecting and validating evidence with SMEs before being assessed by the external assessor, where actual practices
and controls implemented on ground are verified for their robustness in meeting the organization’s security requirements.

» Engaging with the external assessor in the enterprise assessment.
» Developing a gap closure plan with SMEs and Adapt Learning.
B. People

Executive management is the primary source of support during the assessment phases and can provide direction and
assistance when necessary. Management involvement is a critical success factor, as it will ensure leaders are updated
more frequently and recognize the gaps during the assessment [5] [6].

Another element of success to add for any assessed organization is the involvement of the right SMEs from IT operation.
As SMEs will lead in addressing the requirement more efficiently during the assessment and gaps identification. The
SMEs have the needed knowledge to analyze the information collected and add more clarification of the requirements
during the maturity assessment.

Additionally, establishing a core team that manages the execution of the above-mentioned processes is crucial to the
success of the assessment. The core team plays a major role in the assessment as they would be the focal point between
SMEs, executive management and external assessors.
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C. Technology

Having a proper solution to manage the maturity assessment has a crucial impact on handling the activities, such as
logging, tracking, reporting and analysis. The solution can eliminate a significant amount of the introduced by the
maturity assessment [6].

The solution is used by SMEs from different organizations to collaborate and participate in the assessment, ensuring that
all tasks are completed in a timely manner. It allows having an efficient and easy mechanism to conduct the assessment by
reducing the man-hours per activity and task.

From a flexibility and optimization perspective, technology enables organizations to boost engagement, identify gaps, and
support the assessment objective by increasing the flexibility in handling the associated tasks, and improving the feedback
mechanisms.

In addition, the solution provides analytical capabilities such as dashboards and tracking reports to ensure meeting the
assessment expectation and deadlines. This would offer to management and SMEs, transparency and visibility throughout
the assessment processes. Therefore, management will have deeper insight of each organizations’ progress in terms of
artifact submission, review and final acceptance.

Finally, the solution also enables quality assurance (QA) by allowing the core team to review and validate the submission
of supporting documents and artifacts.

I11. CONCLUSION

Many assessed organizations develop techniques to handle various maturity assessments; however, challenges that may
arise could jeopardize the success of the assessment. Thus, the three key elements of process, people and technology must
be well-structured and available in order to effectively handle the cybersecurity maturity assessments. The integration
between the three elements leads to the desired results in a timely manner. Executive management, the core team and
SME involvement is essential to secure organizational support during the execution. In addition, utilizing the proper
technology by providing a user-friendly tool for managing the assessment and evidence, offers robust reporting and
collaboration with SMEs. This will offer all involved stakeholders the ability to be consistently aware of the requirements
and gaps.
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